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Purpose of This Lab

This lab is designed to provide IT staff and management experience deploying Windows Server 2012, including upgrading
Active Directory Domain Services and using Windows Security Configuration Wizard to secure servers. The exercises will
walk you through a full Active Directory upgrade including moving operations master (FSMO) roles and decommissioning
a Windows 2008 R2 domain controller. A general familiarity with Windows Server 2012 and completion of HANDG6A:
Implementing and Using Windows Server 2012 in the Legal Environment is assumed.

Lab Environment
This lab consists of two Windows Server 2012 virtual machines installed on a Windows Server 2008 R2 Hyper-V
environment.

IMPORTANT

DO NOT USE THE CTRL-ALT-DEL KEY SEQUENCE, AS IT WILL DISRUPT YOUR VIRTUAL SERVER SESSION. You should
use the CTRL-ALT-END key sequence instead.

You may use the CTRL — ALT — DEL button % inthe Hyper-V session console as well.

Server Information

The virtual machines for this lab all begin with HANDG6, not all HANDG virtual machines will be used for this lab.

Virtual Machine Function

hand6a-win08dc Windows Server 2008 R2 Domain Controller
hand6awin2012dc Windows Server 2012 R2 Member Server
User Accounts

The following user accounts will be needed for this lab

User Domain Password Purpose

ILTAadmin ILTA2013.local P@SSwOrd (0=2zero) Primary Test Account
Administrator N/A P@SSwOrd (0=1zero) @ Local Test Account
Presenter
Patrick Sklodowski

Sklodowski Consulting LLC
Independent Consultant

Pat@Sklodowski.com
856-425-0029
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Exercise 1 — Add Roles and Features
Install the Roles and Features required to support Active Directory Domain Services.

1. Logon to hand6awin2012dc
2. Add anew role using one of the following methods

[0 In Server Manager, use the Manage Drop Down and select Add Roles and Features

Manage Tools View

Add Roles and Featuies

Ramowve Rol=caiid Features

Add Servers

Create Server Group

Server Manager Properties

ite Windows Activation

[1 Orin Server Manager, All Servers, use the Tasks drop down in the Add Roles and Features section
(=] Server vidindyger |

-@ | I Maage Toos
- e o N 1 6 2 4
B8 Dashboard 6 pm pm 10 pm 12 am am 4am 6am am 10 am 12 pm pm m
i Local Server
ii All Servers
- Available Memory
g File and Storage Services P
ilter el 5w (A v v
-
Server Name Counter Status  CPU Alert Count  Memory Alert Count  First Occurrence  Last Occurrence
HANDEAWINT2TEST Off
ROLES AND FEATURES
Al roles and features | 13 tota
. . Add Roles and Features
Filter o B - " Bamausdalewend Features
a ‘ Refresh
Server Name Name Type Path
HANDSAWIN12TEST Server Graphical Shell Feature User Interfaces and Infrastructure\Server Graphical Shell ~

[l Follow the Add Roles and Features Wizard as follows:
[1 Next on the Before You Begin screen
[0 Next on the Installation Type screen
[l Verify hand6awin2012dc is selected on the Server Selection Screen and click Next
[l Onthe Select Server Roles screen, select the following roles. If a dialog opens asking to
add related features, select Add Features
[1 Active Directory Domain Services
[0 DNS Server
[l Click Next
[1 Onthe Features screen, select Group Policy Management
Next on the Active Directory Domain Services screen
[l Next on the DNS Server screen

O
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[1 Onthe Confirmation screen, check the box to Restart if required

& Add Roles and Features Wizard - [o [

DESTINATION SERVER

Confirm installation selections NandSawm et itaZ913oca

To install the following roles, role services, or features on selected server, click Install. "

[v' Restart the destination server automatically if required

0/ tional features (such as administration tools) might be displayed on this page because they have
i/ en selected automatically. If you do not want to install these optional features, click Previous to clear
‘their check boxes.

DHCP Server

DNS Server

Group Policy Management

Print and Document Services
Print Server

Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Print and Document Services Tools

Export configuration settings
Specify an altemate source path

< Previous lext > Install Cancel

[0 Confirm the restart
Click Install
[0 Close the installation window

O

[1 Status may be viewed by selecting the Notification Area

[J Click the Notification icon to see the status
|

o Feature installation

figuration required. Installation succeeded on

hand6awin2012R2.ilta2013.lecal

Add Roles and Features

Task Details

S———

[ Select Task Detail to see additional information
Wait for installation to complete
[1 Check Notification area to determine when the installation is complete. The notification will state
configuration is required. Ignore this for now
[1 The server may reboot, if it does, installation is complete

O

Exercise 2 — Promote the Server to a Domain Controller

Use the Active Directory Domain Services Configuration Wizard to promote the server to a domain controller. This
lab will allow the wizard to upgrade the Active Directory Schema to support Windows Server 2012 domain
controllers. In a small environment, a single physical site with one domain in the forest and few domain controllers,
using the wizard to upgrade the schema is an acceptable process. For a large environment, multiple physical sites
or multiple domains within a forest, the schema should be upgraded and validated before running through the
domain controller promotion process.

1. Logon to hand6awin2012dc
2. Open Server Manager and select AD DS (Active Directory Domain Services)
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3. Select More in the status message
= Server Manager - &

_ i'-'i SERVERS

IE8 Dashboard All servers | 1 total , TEER'
i Local Server I Configuration required for Active Directory Domain Services at HANDGAWIN2012DC ( More... )’
i Al Servers Fiter o ®- @~ —

Il AD DS

FE File and Storage Services b Server Name IPv4 Address  Manageability Last Update Windows Activation

HANDGAWIN2012DC 192.168.11.5 Online - Performance counters not started  7/25/2013 9:08:07 PM  00184-90000-00001-AA620 (Activated)

4. In Task Details, Select Promote this server to a domain controller

= All Servers Task Details - | o [T

All Servers Task Details and Notifications

All Tasks | 1 total

Filter yel

Status  Task Name Stage Message Action Motifications

A Post-deployment Configuration Mot Sta... Configuration required for Active Directory Do.

5. Follow the Active Directory Domain Services Configuration Wizard to promote the server to a domain
controller.
[0 Onthe Deployment Configuration screen
[0  Ensure Add a domain controller to an existing domain is selected
[1 Verify the domain name is ILTA2013.local
[1 Verify the user performing the operation has the correct permissions

[ Active Directory Domain Services Configuration Wizard = = -
: . TARGET SERVER
De oloyment COWCIQU ration handbawin2012de.ilta2013.local

Deployment Configuration

Select the deployment operation
Domain Controller Options | ) -

® Add a domain controller to an existing domain
Additional Options

R .

) AT Trevedemeinde-an-emsbimg ToTest

Paths () Add a new forest

Review Cptions i o i ] ]
Specify the domain infermation for this operation

Prerequisites Check

Domain: ilta2013.Jocal
Supply the credentials to perform this operation
ILTA2013\iltaadmin (Current Gser)

[l Onthe Domain Controller Options screen, verify the following options are selected
[l Domain Name System (DNS) server
[l Global Catalog (GC)
(1 In a multi-site environment, verify the Site Name is correct
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0 Type “P@SSwOrd” (without quotes) into the Directory Services Restore Mode (DSRM)
Password fields

. . TARGET SERVER
Domain Controller Optl ons hand6awin2012dc.ilta2013.local

Deployment Configuration i : - L .
Specify domain controller capabilities and site information

Domain Controller Op

Domain Name System (DNS) server

DNS Options Global Catalog (GC)
Additional Cptions [] Read only domain controller (RODC)
Paths Site name: Default-First-Site-Name -]

Review Cptions
Type the Directory Services Restore Mode (DSRM) password
Prereguisites Chack
Passwaord:

Confirm password: sssssase

[ Ignore the warning that appears on the DNS Options screen

. TARGET SERVER
DNS Opthﬂ S hand6awin2012dc.ilta2013 Jocal

| A, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare b 4

Deployment Configuration . ) .
Specify DNS delegation options

[] Update DNS delegation

Domain Controller Options

Additional Ontions

[1 Select Next on the Additional Options screen
[1 Use the default file paths on the Paths screen

Path TARGET SERVER
atns hand6awin2012dc.ilta2012.local

Deployment Configuration . . )
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Opticns

_ Database folder C:\Windows\NTDS [.]

DNS Options ]
N ) Log files folder: CAWindows\NTDS lzl
Additional Options SYSVOL folder: C\Windows\SYSVOL [-]

Preparation Cptions

[1 Select Next to prepare the schema
[1 Review the selections to confirm the correct options were chosen
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[1 Select View Script to see the PowerShell command that will be executed to perform this
installation

o

This command could be run directly from PowerShell

# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSDomainController ©
-NoGlobalCatalog: §false
-CreateDnsDelegation: $false
-CriticalReplicationOnly:$false ~
-DatabasePath "C:\Windows\NTD5" ~
-DomainName "ilta2@13.local"™ ~
-InstallDns:$true ~

-LogPath "C:\Windows‘NTDS" ~
-NoRebootOnCompletion: $false ~
-S5iteName "Default-First-Site-MName"
-SysvolPath "C:\Windows\SYSVOL" ~
-Force: $true

[0 Select Next to scan for all required prerequisites
[l Review the results of the prerequisite check and verify no issues will prevent the domain controller
promotion.

ILTA 2013

It is possible some warning will occur in a production environment; however, these warnings may
not prevent the upgrade. It is important to understand all warnings and errors, rectify those issues
that may prevent the upgrade from completing.

[ Active Directory Domain Services Configuration Wizard == -
P - HE T C},, — TARGET SERVER
rerequisites Check hand6awin2012dc.ilta2013 local
| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more »

aths

Deployment Configuration

Additional Cptions

Preparation Cptions

Prerequisites need to be validated before Active Directory Domain Services is installed on this
troller Options computer

A View results

a0apTer, DOTN IFV4 and Vo STalic IF 300resses SNoUId DE assIgned 10 DOTA IFv& ana
IPvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System
(DNS) operation.

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegaticn to this
DNS server in the parent zone to ensure reliable name resclution from outside the =
domain “ilta2013.local". Otherwise, no action is required. a

n Prerequisites Check Completed

Q All prerequisite checks passed successfully, Click ‘Install’ to begin installation. W

1. I you dlick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Mext > Install | | Cancel

[  Click Install to start the process

Sklodowski Consulting LLC
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[0 Watch the status

ILTA 2013

[1 The server should reboot upon completion. If the server prompts to reboot, please follow steps to

reboot

Exercise 3 — Verify Domain Controller Promotion
Verify the domain controller promotion was successful.

Logon to hand6awin2012dc

PwNPE

=

158 Dashboard
B Local Server
[ All Servers
& DNS
#§ File and Storage Services P

Wait for Server Manager to launch

Go to AD DS node in Server Manager

Review events to ensure server was properly promoted
[1 Under AD DS, go to the Events section

Server Manager

=2 {E} I F Manage Tools

i'-'i SERVERS
. All servers | 1 total TASKS -
Filter Pl @ @~ @
Server Name IPvd Address  Manageability Last Update Windows Activation

HANDGAWIN2012DC 192.168.11.5 Online - Performance counters not started 7/25/2013 9:21:55 PM  00184-90000-00001-AA620 (Activated)

EVENTS
All events | 6 total TASKS =
Fitter yel v (R~ v
Server Name ID Severity Source Log Date and 'F'ne

DFS Replication 7/25/2013 9:21:20 P Iﬁl

HANDGAWIN2012DC 4614 Waming DFSR

DFS Replication 7/25/2013 9:21:16 PM
DFS Reolication 7/25/2013 9:21:16 PV ¥
>

HANDGAWINZ012DC 6804 Warning DFSR

HANDEAWINZ012DC 6016 Warnina  DFSR
< "

The DFS Replication service initialized SYSVOL at local path C:AWindows\SYSVOL\domain and is waiting to perform initial replication. The replicated  ~
folder will remain in the initial synchronization state until it has replicated with its partner hand6a-win08dc.ita2013.local. If the server was in the
process of being premoted to a domain centroller, the demain controller will not advertize and function as a domain controller until this issue is

resolved. This can occur if the specified partner is also in the initial synchronization state, or if sharing violations are encountered on this server or
i i i i £ SV £ Cila D, L. H H [EDEY 30 MICC Deuali i N

il R i 1£ +hi i ol i e 2h

[1 Change the event filtering
[1 Inthe Tasks menu select Configure Event Data

EVENTS
All events | 37 total

Fitter

Server Name

Configure Event Dat=

= Py
o By H ‘ Rafrach

Date and T"'ns

I Severity Source Log

Sklodowski Consulting LLC
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O

Check the box to include Informational events and click OK

These settings determine how Server Manager gathers event data from servers in the
server group that you are currently managing. Changes to defaults that significantly
increase the number of events in the Events tile can result in delayed responses from
Server Manager.

[= Configure Event Data == -

Show events with these severity levels

Critical Error

Get events that have cccured within the past

\aming Informaticnal

24 hours | - |

0K | | Cancel

[0 Review the events

ILTA 2013

[l Warnings are generally expected and provide notification of tasks that have not yet

completed

[ It may take a few minutes for the entire AD promotion to complete
[1 Scan for the following successful events.
[0  Note: The full Event Viewer tool can be used to look for these events. The screen

shots below include those from the full Event Viewer tool.

[l  Events that show a successful domain controller promotion
[1 Active Directory Domain Services started successfully

HANDGAWIN2012DC 1000 Information Microsoft-Windows-ActiveDirectory_DomainService Directory Service

<

Microsoft Active Directory Domain Services startup complete, version 6.2.9200.16384

7/25/2013 9:19:29

Event 1000, ActiveDirectory_DomainService

General | Details

Mare Information:

Event Log Online Help

Micrasoft Active Directory Domain Services startup complete, version 6.2.9200.16384

Log Mame: Directory Service

Source: ActiveDirectery_DomainServ Legged: 1/25/2013 9:19:29 PM

Event ID: 1000 Task Category:  Service Control

Level: Information Keywords: Classic

User: ANONYMOUS LOGON Computer: handBawin2012dc.ilta2013.local
OpCode: Info

Sklodowski Consulting LLC
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[1  All problems that were preventing Active Directory from starting have been cleared.
These “problems” are normal for the first few minutes after a server has been promoted

HANDGAWIN2012DC 1384 Information Microsoft-Windows-ActiveDirectory DomainService Directory Service 7/25/2013 9:21:11

< ] | >

All problemns preventing updates to the Active Directory Domain Services database have been cleared. New updates to the Active Directory Domain
Services database are succeeding. The Net Logon service has restarted.

Event 1384, ActiveDirectory_DomainService

General | Details

All problemns preventing updates to the Active Directory Domain Services database have been cleared. Mew updates
to the Active Directory Domain Services database are succeeding. The Met Logon service has restarted.

Log Name: Directory Service

Source: ActiveDirectory_DomainServ Logged: 77252013 %:21:11 PM

Event ID: 1354 Task Categorny:  Service Control

Level: Information Keywords: Classic

Usen: ANONYMOUS LOGON Computer: handBawin2012dc.ita2013.local
DpCode: Info

More Information: Event Leg Online Help

[1  DFSreplication has successfully started
T/25/2013 9:26:18 PM|

HANDGAWINZ2012DC 6018 Information DFSR DFS Replication

<] [T |

The DFS Replication service successfully updated configuration in Active Directory Domain Services.

Additional Information: H

Domain Controller: handGawin2012dc.ilta2013.local

D 11 Caemlms B0 i b >
x

Event 6018, DFSR

General | Details

The DF5 Replication service successfully updated configuration in Active Directory Domain Services,

Additional Information:
Domain Controller: handGawin2012dc.ilta2013.local
Polling Cycle: 60 minutes

Log Mame: DFS Replication

Source: DFSR Logged: 7/25/2013 9:26:18 PM

Event ID: 6018 Task Category: Mone

Lewvel: Information Keywords: Classic

User: /A Computer: handbawin2012dc.ilta2013.local
OpCode:

Mare Information: Event Log Online Help
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5. Confirm DNS Entries

©) Open DNS Manager under the Tools, or as shown
ii All Servers

Y
Server Name IPvd Address  Manageability Last |

Add Roles and Features

File and Storage Services P
Shut Down Local Server

Computer Management

Windows PowerShell

Configure NIC Teaming
Configure Windows Automatic Feedback
< DNS Manager S
EVENTS

[1 Look through the _msdcs.ilta2013.local zone and verify records have been created for

hand6awin1012dc. Look through each of the sub-domains
o DNS Manager

File Action View Help

e« rEEc:z Hm 86

é DNS MName Type erets
4 5 handbawin2012dc.ilta2013.local & _kerberos Ser\riceLocationﬁ [0][100][88] handﬁawinZD‘Ich.iltaZD‘IED.
Global Logs g—l_kerberos Service Location (SEV) [0 andoa-win c.alta2013.local.

| Forward LOQkUP 0 & Idap Service Location (SRV) [0][100][289] hand6awin2012dc.ilta2013.local.
4 [ msdes.iita013.loca) = Idap Service Location (SRV) [0][100][229] hand6a-win08dc.ilta2013.local.

I || _sites
| _tep

Exercise 4 — Update Servers (and clients) to Support Domain Controller Migration
Member servers; clients; network devices; and in some cases, other domain controllers must be modified in support
of the domain controller migration. These updates may include, but are not limited to, changing DHCP scopes,
certificate services, manually updating client and member server TCP/IP settings, moving DFS roots; or updating
LDAP authentication settings on network devices.

1. Logon to hand6awin2012dc
2. Update the TCP/IP properties on hand6awin2012dc
[1 Open the network configuration using one of the following methods:

[l Method 1 - Right click on the network icon in the task bar and select Open Network and
Sharing Center

Troubleshoot groblems

@Drk and Sharin@
@ 5:26 PM
7/30/2013
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[1 Method 2 — Open the Windows Charm and select Settings
[1 Under Settings, choose Control Panel

Settings

Control Panel

Personalization

Server info

Help

[0 Select Network and Internet
=] Control P:

T |@ » Control Panel »

Adjust your computer’s settings

| System and Security ci
L 9 Review your computer's status
. Y
= "] event logs
Network and Internet A

View network

[1 Click Network and Sharing Center

.l'-l. Network and Sharing Cente
: View network status and tasks C
View network computers and devics

[1 Inthe Network and Sharing Center window, select Change Adapter Settings
LE Network and Sharing Center

:‘: <« Metwork and Internet » Metwork and Sharing Center

© -1

View your basic network information and
Control Panel Home

wew your active networks
Change adapter settings

o il ilta2013.local

o =

settings Domain network

Change your networking settings
'ﬁ. Set up a new connection or network
= Set up a broadband, dial-up, or VPN connec
[==1 Troubleshoot problems

Diagnose and repair network problems, or g
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[0 Right click on the network adapter — Ethernet X (there should only be one adapter) and select

Pror_)erties -
L". Ethernet 3 |
S ldentifying... ®  Disable

T Microsoft Hyper-
Status
Diagnose

@' Bridge Connections

Create Shortcut

Delete
@' Rename
ﬁ' Properties

[1 Highlight Internet Protocol Version 4 and select Properties

Metworking

Connect using:

£¥  Microsoft Hyper-V Network Adapter £3

This connection uses the following tems:

9% Client for Microsoft Networks

SQDS Packet Scheduler

g File and Printer Sharing for Microsoft Networks

[ & Microsoft Network Adapter Multiplexor Protocal
& Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

i Intemet Protocol Version 6 (TCP/IPvE)

® 8 |ntemet Protocol Version 4 (TCP/IPvd)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

[1 Change the DNS server setting to 127.0.0.1 (localhost)

() Obtain DMS server address automatically

(®) Usg the following DNS server addresses:

Preferred DMS server: | 127.0 .0 .1 |

Alternate DMS server: | . . . |

[ ] validate settings upen exit

| QK || Cancel |

[ Click OK twice and close any remaining windows
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3. Logon to hand6a-win08dc
4. Update the TCP/IP properties on hand6a-win08dc

[1  Right click on the network icon in the task bar and select Open Network and Sharing Center

[0 Inthe Network and Sharing Center window, select Change Adapter Settings

Control Panel Home

(Qhange adapter settings >

Channe advanced charinn

[0 Right click on the network adapter — Ethernet X (there should only be one adapter) and select

Properties -
:- Ethernet 3 |
e Identifying... &' Disable

W2 Microsoft Hyper-)
Status
Diagnose

@' Bridge Connections

Create Shortcut

Delete
@' Rename
@' Properties

[1 Highlight Internet Protocol Version 4 and select Properties

Metwaorking

Connect using:

£¥  Microsoft Hyper-V Network Adapter #3

This connection uses the following tems:

9% Client for Microsoft Networks

Bl 005 Packet Scheduler

S File and Printer Sharing for Microsoft Networks

[ -+ Microsoft Metwork Adapter Muttiplexor Protocol
i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

& Intemet Protocol Wersion 6 (TCP/IPvE)

IS Intemet Protocol Version 4 (TCP/1Pvd)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.
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[1 Change the DNS server setting to 192.168.11.4
11

Internet Protocol Version 4 (TCP/IPv4) Properties 2| x|

General |Albernahe Configuration I
You can get IP settings assigned automatically if your netwark supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

' Obtain an IP address automatically
—{" Use the following IP address:

IP address: I . - -
Subnet mask: I . . .
Default gateway I . . .

" Obtain DNS server address automatically

—{% Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 11 . 4

Alternate DNS server: I . . .

[ validate settings upon exit Advanced. .. |
OK I Cancel |

[1 Click OK twice and close any remaining windows

Exercise 5 — Move Operations Master (FSMQO) Roles
The operations masters (Flexible Single Master Operations) are five functions which only run on one server per forest or
domain. These roles must be moved from the old domain controller before it is decommissioned.

1. Logon to hand6a-win08dc
[1 Note: These steps may be performed on the Windows Server 2012 domain controller as well

2. Prepare management console

[ Click start and type the following into the search bar
Regsvr32 C:\Windows\System32\schmmgmt.dl|

[1 Press Enter key and confirm success

[1 This step makes the Active Directory Schema management console available for use
[0 Click start and type “MMC” (without quotes) and press Enter key to open a new management console
[l Go to File — Add/Remove Snap-in

= Consolel - [Console Root]
w Action View Faworites Window H

Qh_ Mew Cirl+M

—  Open... Ctrl+0

- Save Cirl45
Save As...

Add/Remove Snap-n...
Options...

1 C:\Windows\,..\ServerManager

Exit
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[1 Add the following Snap-ins
[1 Active Directory Domains and Trusts
[1 Active Directory Schema
[1 Active Directory Sites and Services
[1 Active Directory Users and Computers

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

—

extensible snap-ns, you can configure which extensions are enabled. —
Available snap-ins: Selected snap-ins: .
| Snap-in [« [] Console Root Edit Extensions. .. |
%Acﬁve Directory Domains and Trusts %Acﬁve Directory Domains and T
EAcﬁve Directory Schema EAcﬁve Directory Schema Pamoyz |
ﬁEAcﬁve Directory Sites and Services EEAcﬁve Directory Sites and Serv

[ Active Directory Users and Computers ] Active Directory Users and Corr Maye Lp |
= ActiveX Control
2 sosican [ oo |

Aumorizaﬁon Manager
HCerﬁﬁcahes
.’1-"_C0mponent Services
E‘“Computer Management
%Device Manager

[J  Click OK

File Action VWew Favorites Window Help

4}'$||.f_i>|ﬁ

| MName
Active Directory Domains and Trusts S Active
ﬁ Active Directory Schema [ Active
A Active Directory Sites and Services EEAcﬁve
| Active Directory Users and Computers ™ active

3. Move Operations Master roles
[1 Move Forest Level Operations Master Roles
[1  Move Domain Naming Master (forest level role)
[1 Select and right click on Active Directory Domains and Trusts and select Change Active
Dirgﬁcory Domain Controller

Tt L]

= Consolel - [Console Root\Active Directory Domains and Trusts [ hand6a-win08dc.ilta2013

File Acton View Favorites Window Help

e 2mE <= H
- Console Root |_P'_~|FE.ITIE
= 3"‘3-' Active Dir L PR I |

{3 122013 local
E Active Directory Schema [handsawin2012dc.i Jomain Controller. ..
[i¢ Active Directory Sites and Services [ hand6a-  Operations Master...
: Active Directory Users and Computers [hand  Raise Forest Functional Level. ..

3 =2 L

Change Forest...
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[0 Select hand6awir_12012dc and click OK

Current Directory Server:
hand6a-win08dc ita2012local
Changeto:

£ Any wiitable Domain Controller
% This Domain Controller or AD LDS instance

Look in this domain: Iinaz[ﬂ 3local j
MName | Site: | OC Type | DC Version | Status |
<Type a Directory Server name[:port] here>
handba-win08dc ita2013 local Default-First-Ste-Name  GC W2K8RZ2  Online

handbawin2012dc ita2013 local Default-First-Ste-Mame ~ GC W2K Orline

0 R:ight click on Active Directory Domains and Trusts and select Operations Master

] ) i e e A

| Console Root | Mame
ISR Active Directory Domains and Trusts [ handé h Ll P - -
13 ta2013.Jocal Change Forest...

& Active Directory Schema [handsawin2012dc.i Chang Active Directory Domain Contraller...
g Active Directory Sites and Services [ handta- IR
] Active Directory Users and Computers [ hand¢ ~ Raise Forest Functional Level...

View 3

MNew Windnw from Here

[1 Verify hand6awin2012dc is listed in the second field as the server the role will be
transferred to

Operations Master |

The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Controller in the enterprise
performs this role.

Domain naming operations master:

IhandﬁaﬂnﬂBdc.iﬂaQﬂ'lB.local

To transfer the domain naming master role to the
following computer, click Change.

|hand6aw1n2mzdc.inazm3.|aca|

1 Click Change and confirm the operations

Active Directory Schema E2 |

! K Are you sure you want to change the Operations Master?

Yes | Mo I
| - L |
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[0 Select OK to close the notification
Active Directory Schema I-

l . Operations Master successfully transferred.

Note: For the remaining roles, screenshots will only be shown where steps differ from the Domain
Naming Master

[0  Move Schema Master (forest level role)
[1 Select and right click on Active Directory Schema and select Change Active Directory
Domain Controller
[l Select hand6awin2012dc and click OK
Right click on Active Directory Schema and select Operations Master
[1 Verify hand6awin2012dc is listed in the second field as the server the role will be
transferred to
[1  Click Change and confirm the operations
[ Select OK to close the notification

O

[0 Move Domain Level Operations Master Roles
[0 Expand Active Directory Users and Computer and select the ILTA2013.local domain

F= Consolel - [Console Root\Active Directory Users a

E File Action View Favorites Window Help

= =8B 6= =
| Console Root Mar
= % Active Directory Domains and Trusts [ hand6a-wil
17 ita2013.local
5% Active Directory Schema [handsawin2012dc.ilta2 | ==
ElE Active Directory Sites and Services [ handsa-win
: Active Directory Users and Computers [ hand6a-
| Saved Queries
E=]ilta2013.local

|

[1 Right click on ILTA2013.local and select Change Active Directory Domain Controller
[1 Select hand6awin2012dc and click OK
[1 Right click on ILTA2013.local and select Operations Master
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[1 For each of the three roles (tabs) move the operations master role

Operations Masters ﬂ E
RID |F‘DC | Infrastructure |

The operations master manages the allocation of RID pools to other Domain
Cantrollers. Only one serverin the domain performs this role.

COperations master:
|handsamu3dc.inazu13.|oca|

Ta transfer the operations master role to the following
computer, click Change. g9

IhandﬁawinZﬂ'I2dc.i|taZﬂ13.IocaI

Close Cancel

[l When complete, select Close

Exercise 6 — Demote Windows Server 2008 R2 Domain Controller
The Windows 2008 R2 Domain controller must have Active Directory Services cleanly removed.

1. Logon to hand6a-win08dc
2. Click start and type the following into the search bar and press Enter

Idcpromu:u| B3  Logoff >|

o B &5 L 8]

3. Demote the domain controller
[l Walk through the Active Directory Domain Services Installation Wizard to remove Active Directory
from this server
[1 Select Next on the welcome screen
[1 Select Next on the Delete the Domain screen
[1 Do NOT select the box stating this is the last domain controller in the domain.
[1 Enter a new password for the local administrator for after the server has been demoted.
[0 Enter “P@SSwOrd” (without quotes)
[1 Select Next on the Summary screen
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[1 Check the Reboot on Completion box on the status page

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options
that you selected.

Completing removal of Active Directory Domain Services, SAM and LSA..

¥ Reboot on completion

[0 The server will reboot when Active Directory has been removed

Exercise 7 — Verify Domain Controller Demotion and Finish Clean up

Verify the domain controller has been cleanly uninstalled.

1. Logon to hand6a-win08dc as domain administrator. If it is not possible to logon as domain administrator, use
the local administrator account

2. Check Event Viewer for errors

3. Logon to hand6awin2012dc

4. Open Active Directory Users and Computers and verify the computer account for hand6a-win08dc was moved
from the Domain Controllers OU into the Computers container

5. Open Active Directory Sites and Services and validate hand6awin2012dc is no longer a domain controller

[1 Open AD sites and services
[1 Expand the top level, Sites and Default-First-Site-Name
[1 hand6a-win08dc will be listed but there should be nothing under this node

A Active Direc

File Action View Help
e = k= B 2
[ie Active Directory Sites and Services [hand6awin201|| Name
a [ ] Sites | Sites
B[] Subnets
I | Inter-Site Transports
4 E Default-First-Site-Mame

P [

< g HANDEA-WINOSDC D
= o

b B NTDS Settings

[1 Right click on hand6a-win08dc and delete it
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6. Open DNS console

[1 Check the _msdcs zone and make sure all references to hand6a-win08dc are removed
£ DNs Name
4 f] handbawin2012dc.ilta2013.local §—|_kerbg
4 [ | Forward Lookup Zones §—|_|,:|E|F|
4 (2] _msdcs.ilta2013.local

4 [ ] dc
4[] _sites
4 || Default-First-Site-Mame
T _tep
I (]
4 || domains
~| TR29f706-458d-4086- bbb0-40024b
L] gc
b pde

.=

Exercise 8 — Raise the Domain and Forest Functional Levels to Windows 2012

Raising the functional levels will enable all features of Windows Server 2012 Active Directory. This process cannot be
completed if older domain controllers still exist in the domain. Once this task has been performed, older servers cannot
be promoted to be a domain controller.

1. Logon to hand6awin2012dc
2. Open Active Directory Forests and Trusts
3. Raise the domain functional level

[0 Drill down to and right click on ILTA2013.local and select Raise Domain Functional Level

== Active Direc

File Action View Help
IR

%ActiveDirector}rDomainsandTrust Mame
b [§% iltz?0131ncal
Manage

There are r

| Raise Domain Functional Level... |

View ¥

[1 Inthe drop down, select Windows Server 2012. Because this domain was already at Windows 2008 R2
level, there are no other options

Raise domain functional level -

Domain name:
ita2013local

Current domain functional level:

Windows Server 2008 R2

Select an available domain functional level:

Windows Server 2012 Y]

1 After you raise the domain functional level, it is possible that you may not be able to
~ reverse it. For more information on domain functional levels, click Help.

Raise | | Cancel | | Help

Sklodowski Consulting LLC Page 22 of 27



HANDG6B: Upgrading and Deploying Windows Server 2012 in the Legal Environment ILTA 2013

[0 Select OK to confirm the action
[1 Select Ok to complete.

4, Raise the forest functional level

[ In Active Directory Domains and Trusts, right click on Active Directory Domains and Trusts and select
Raise Forest Functional Level

= Active Directory Domains and Trusts

File Action View Help
e [FE6E BHE

=5 Active Directory Domains and T
b 30 ilta2013.local

i | -
Change Forest...

Change Active Directory Domain Contreller..,

Operations Master...

Raise Forest Functional Level...

View >

[1 Inthe drop down, select Windows Server 2012. Because this domain was already at Windows 2008 R2
level, there are no other options
Raise forest functional level -

Forest name:
ita2013local

Current forest functional level:

Windows Server 2008 R2

Select an available forest functional level:

Windows Server 2012 v

v, Afteryou raise the forest functional level, # is possible that you may not be able to
~ reverse it. For more information on forest functional levels, click Help.

Raise | | Cancel | | Help

[1 Select OK to confirm the action
[1 Select Ok to complete.

Exercise 9 — Use Security Configuration Wizard

Security Configuration Wizard can be used to create security policy templates for deployment to one or many machines.
The wizard can read the security settings from an existing machine to build a template. Templates can be converted to
Group Policy for centralized management and deployment.

1. Logon to hand6awin2012dc
2. Open Security Configuration Wizard
3. Create a new security policy

[0 Walk through the wizard to create a new policy
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[1 Select hand6awin2012dc as the server to use as the baseline for the policy
Security Configuration Wizard

select Server
The configuration of the server you select will be used as a baseline for this security policy. @.

Select a server to use as a baseline for this security policy. You can apply this policy to the selected
server or to any other server with a similar configuration,

Server (use DNS name, NetBIOS name, or IP address):

[pznnsanmaniong || Bromse...

L\, ‘You must have administrator privileges on the selected local server. If your current user
account does not have administrator privileges on the selected local server, dick Cancel,
rerun the wizard using Run As, and spedfy another account.

Learn more about selecting and configuring groups of servers.

| < Back ” Mext = || Cancel

O

When the baseline processing is complete, select Next

O

ILTA 2013

Keep the default selected client features. These are the features found on the baseline server
[1 Continue to step through the wizard, review each screen, and make changes as you desire

[1 Take a minute to understand how each of the settings affect the servers they are applied to

[l When prompted to save the security policy, save using the following settings
Security Configuration Wizard

Security Policy File Name E‘

The security policy file will be saved with the name and description that you provide.

: . T e ———L
| C:\Windows\security \mssow'\Polices \ILTA Security Policy. xml| ﬁﬁ_‘
—_— e ———
Description {optional):
ILTA Domain Controller Security Policy ~
W
View Security Policy | | Indude Security Templates... |
Learn more about saving security polidies.
< Back ” Next = | | Cancel

[0 Select Apply Later
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=

Security Configuration Wizard

Apply Security Policy ;‘
‘You can apply the security policy to the selected server now or later. 0N

Run this wizard again to apply this security policy at a later time.

O Apply ngw
When you dick Next, the wizard applies this security policy to the selected server
Learn more about applying security polides.
| < Back || MNext = | | Cancel

[l Complete the Security Configuration Wizard

4. Apply policy the Security Policy to a single machine

[J Open Security Configuration Wizard
[ Step through the wizard and when prompted for the Configuration Action, select Apply an existing

policy
Security Configuration Wizard -
Configuration Action ;‘
‘You can create a new security policy; edit or apply an existing security policy; or rollback the .l
last applied security policy. .\_E_VE
Select the action you want to perform:
(® Create a new security policy:
(_) Edit an existing security policy
() apply an existing security palicy
() Rollback the last applied security palicy
Learn more about configuration actions,
| < Back || MNext = | | Cancel

[1  Open the previously saved security policy
[l Continue to step through the wizard but DO NOT apply the policy. Cancel the wizard when prompted

to apply the policy

5. Apply policy the Security Policy to multiple machines using Group Policy
Page 25 of 27
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[1 Open Group Policy Management console
[1 Browse to Group Policy Objects (as shown)

= Group Policy
& File Action View Window Help

= 2F o 6@
|5, Group Policy Management || Group Policy Objects in ilta2013.local

A _ﬂ Forest: ilta2013.local Contents | Delegation

4 54 Domains

4 F3 ita2013.local Name - GPO Status
=[ Default Domain -[ Default Domain Controllers Policy Enabled
:J' Domain Contra H," Default Domain Policy Enabled

B
t- |_=t Group Palicy Ot
b [ WMI Filters

[0 Notice there are two group policies
[0 Open PowerShell and type the following command on a single line and press Enter. This will convert
the security policy template to a group policy

scwemd transform /p:C:\Windows\security\msscw\Policies\ilta-DC-security-policy.xml /g:ILTA-
DomainController-Security-Policy

PS5 Ci\Usershiltaadmin, ILTA2013> sowomd transtorm /p:Ci\Windows\security\msscw\Policies\1lta-dc-security-policy. xm
L

LTA-DomainContral ler-Securi ty-Policy
ommand completed successfully.
P5 Ci\Users\iltaadmin, ILTA2013= _

[1  Switch back to Group Policy Management Console
[1 Right click on Group Policy Objects and select Refresh

7 Group Policy Management || Group Policy Objects in ilta2013.local

A i Forest: ilta2013.local W

4 54 Domains
4 F3 ilta2013.local Name
[ Default Domain -[ Default Domain Controllers Policy

\=[ Defautt Domain Policy

F

2 | Demain Contro

5

b | -t GroupRalisue 0

b Ly WMIF New

b [ 5] Starte Back Up All...
b (@ Sites

Manage Backups...
fri Group Policy

% Group Policy Open Migration Table Editor
View b

Mew Window from Here

Refresh

Help

[1 Note the new policy has been created
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aFiIe Action | View Window Help
e #= o @
& Group Policy Management || Group Policy Objects in ilta2013.local

A &h Forest: ilta2013.local W

4 .ﬁ Dormains
4 3 ilta2013.local Name “ GPO Status
EET Default Dormain :E;r Default Domain Cortrollers Policy Enabled
p (] Domain Contro :E,:r Default Domain Policy Enabled
b [ Group Policy Of 1= IL TA-DomainController-Security-Policy Enabled

b [ WMI Filters
I .:E Starter GPOs

[+ :a Sites

;ﬁ Group Policy Meodeling

[1 Explorer the new policy and apply as appropriate
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