INSTRUCTIONS TO QUOTE

1.	All Quotations shall be submitted through GeBIZ.  The Board shall be under no obligation to accept the lowest or any quote.  In no case will any expense incurred by the Tenderer in the preparation of the Quotation be borne by the Board.

2.	Tenderers are advised to adopt National Wages Council’s (NWC) recommendations on wage increment for their workers and to factor such wage increases into their bid price.

3.	If the procurement of Goods and/or Services is on a period or term contract basis, the Board shall raise orders on an “as and when required” basis.  The Board does not guarantee to purchase the full contract amount as specified.

4.	Where there is any discrepancy between the amount in the GeBIZ and the amount in the Schedule of Prices, the amount in the GeBIZ shall prevail.

5.	Quotations are to be valid for a period of ninety (90) days from the closing date of the Quotation but the Board reserves the right to recall fresh quotations before the expiry of the validity period of the Quotation.  In the event that there is any discrepancy between:

(a)	the validity period submitted in Tenderer’s offer in GeBIZ; and 

(b)	the validity period in Schedule of Prices or any other documents attached by the Tenderer, 

the validity period in Tenderer’s offer in GeBIZ shall prevail.

6.	The Board reserves the right to accept the Quotation in part or in full.

7.	All payments to the Contractor shall be made to his bank account through Inter-bank GIRO system.

8.	The quotation submitted by the Tenderer shall be deemed as full compliance if no qualification or modification is highlighted in the quotation or in GeBIZ Remarks column.

9.	Where reference has been made to a particular trademark or trade-name, patent, design or type, specific origin, producer, supplier or part number, the Tenderer may propose equivalent items to such products or components together with its offer.

10.	The Goods and Services Tax (GST)

(a) The Tenderer shall not include in the rates and prices proposed in his Quotation, the Singapore Goods and Services Tax (GST) chargeable for the supply of Goods or Services required in the Quotation.  All rates and prices quoted shall be exclusive of the said GST chargeable on the supply of the said Goods and Services.

(b) If the Contractor is a taxable person under the GST Act, the Board will pay the Contractor, in addition to the rates and prices proposed, the GST chargeable on the supply of Goods and Services provided pursuant to this Quotation.

11.	GST Registration

(a) The Tenderer shall declare his GST status in his Quotation.  He shall clearly indicate whether he is, or whether he will be a taxable person under the GST Act.  He shall, if available, furnish the GST registration number to the Board.  Such declaration shall be made in the Declaration of Goods and Services Tax (GST) Status form enclosed in Annex A.

(b) A Tenderer who declares himself to be a non-taxable person under the GST Act but who becomes a taxable person after the award of the Quotation shall forthwith inform the Board of his change in GST status.  He shall be entitled to claim from the Board any GST charged on the supply of Goods or Services made by him after his change in GST status.

12.	Submission of Electronic Invoices

The successful Tenderer shall submit electronic invoices to the Board through the electronic invoice portal, Vendors@Gov, at website http://www.vendors.gov.sg instead of hardcopy invoices.

13.	The Contractor shall quote PUB’s reference numbers stated on the GeBIZ Purchase Order/Letter of Award in his correspondence and invoices.

14.	Tenderer shall submit his Quotation in accordance with the following mode(s) of submission before the stipulated closing date and time:

	Information or
document(s) in Quotation
	Mode of Submission

	1. Total Price

2. Schedule of Prices duly priced by the Tenderer

3. Annex A -  Declaration Of Goods 
And Services Tax (GST) Status


	Item 1 shall be submitted to the Board using GeBIZ.

Items 2 to 3 shall be submitted using GeBIZ in the form of attachment file.


(Quotation may be rejected if the above are not submitted through GeBIZ)

	
Information or
document(s) in Quotation
	Mode of Submission

	1. Catalogues/Brochures (if any)

2.	All other submissions which form part of the Tenderer’s offer (if any)
	These items shall be submitted to the Board using the self-addressed envelope slip as attached and deposited into either: 

a.	PUB Quotation Box located at :

Customer Service Centre
40 Scotts Road, #02-00
Environment Building
Singapore 228231

OR

b.	GeBIZ in the form of attachment files
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QUOTATION CONDITIONS OF CONTRACT


Should your offer be accepted, the Terms and Conditions as set out in this Section and the terms and conditions in the GeBIZ Terms and Conditions shall govern the Contract between the Board and your company. 


In these Conditions, unless the context otherwise requires:

(a) “The Board” means Public Utilities Board and shall include its assigns and successors in law and its duly authorised representatives.

(b) “Contract” includes the Board’s ITQ Message, the Contractor’s Quote Message or offer (submitted through GeBIZ), these Conditions of Contract, the specifications and samples, Schedule of Prices, Letter of Acceptance, Order Message or any Orders issued by the Board to the Contractor for the supply of the Goods and/or performance of Services.

(c) “Contract Price” means the price exclusive of the Singapore Goods and Services Tax payable to the Contractor for the full and proper performance by the Contractor of his part of the Contract as determined under the provisions of the Contract and in law.

(d)	“Contractor” means the successful supplier who has been awarded the Contract by the Board.

(e)	“Goods” means all goods, including parts or units thereof, which the Contractor is required to supply under the Contract.

(f)	“Services” means the work which the Contractor is required to perform under the Contract.


2.	SCOPE OF CONTRACT

2.1	The Contractor shall carry out and complete the supply of all items of Goods and perform Services in accordance with the Contract. Unless otherwise stated in the Contract, all Goods shall be new and unused. 


3.	DELIVERY

3.1	The Contractor shall deliver the Goods and perform the Services by the Delivery/Performance Date and in the manner specified in the Contract.  The Contractor shall obtain a receipt or an acknowledgement therefore from the Board. The issue of such receipt or acknowledgement shall in no way relieve the Contractor from his responsibility for replacing defective or damaged Goods or for rectifying deficient Services under Clause 4 hereof. 


4.	WARRANTY 

4.1	The Warranty Period shall commence on the date of receipt of the Goods and on the date of acceptance of the Services in Singapore. The length of the Warranty Period shall be thirty-six (36) months or such period as agreed in writing.  

4.2	Where during the Warranty Period, any Good(s) is found to be:

(a)	Defective in design, materials or workmanship; or 

 (b)	Not in accordance with the Contract or any specifications incorporated in the Contract by written agreement; or 

(c)	Having been installed, operated, stored and maintained in accordance with the written instructions of the Contractor, fails to function properly or fails to meet any performance guarantees  or specifications published by the Contractor as applicable to the Good(s);

then unless it is shown that the foregoing is caused solely by improper use or mishandling by the Board, the Contractor shall, at its own expense (including transportation costs), at the written notification of the Board, replace, rectify or completely repair the damaged or defective Good(s).  The Contractor may, in lieu thereof, elect to replace the damaged or defective Good(s).

4.3	If any Service performed is found during the Warranty Period to be deficient, the Contractor shall at the written notification of the Board, rectify the same, at the expense of the Contractor within thirty (30) days of receipt of the Board’s written notification or within such time as mutually agreed in writing between parties.


5.	PAYMENT

5.1	Within thirty (30) days from the date of invoice or date of receipt of invoice of any Goods delivered and Services performed in accordance with Clause 3.1 of the Contract and upon presentation by the Contractor of his bills in accordance with such means and in such format as may be specified by the Board and the Board’s receipt or acknowledgement as referred to in Clause 3.1 of the Contract, the Board will make payment to the Contractor of the full value of all Goods so delivered and Services so performed provided that no payment shall be considered as evidence of the quality of any Goods and Services to which such payments relates nor shall it relieve the Contractor from his responsibilities under Clause 4 hereof.

5.2	Where delivery is by consignments, payment will be made within 30 days after delivery of each consignment and the receipt of the documents referred to in Clause 3.1.


6.	RIGHTS OF THIRD PARTIES

6.1	A person who is not a party to this Contract shall have no right under the Contracts (Rights of Third Parties) Act to enforce any of its terms.


7.	SUB-CONTRACTING AND ASSIGNING

7.1	The Contractor shall not sub-contract or assign the Contract without the prior written consent of the Board.  


8.	SUSPENSION OR TERMINATION

8.1	Without prejudice to Clause 15, the Board shall, after giving seven (7) days prior written notice to the Contractor, have the right to suspend or terminate the Contract if the Board is affected by any state of war, Act of God or other circumstances seriously disrupting public safety, peace or good order of the Republic of Singapore.  Neither party shall be liable to the other by reason of such suspension or termination save that the Board shall pay the Contractor the price of the Goods delivered or services performed and accepted by the Board as at the date of written notice of termination or suspension.  The Board shall have title to the Goods delivered and accepted. The Contractor shall refund the balance of any payments or deposits made after deducting any outstanding sums owing by the Board to the Contractor by reason of this Clause. 


9.	GIFTS, INDUCEMENTS AND REWARDS

9.1	The Board may terminate the Contract and recover from the Contractor the amount of any loss resulting from such termination, if the Contractor shall have offered or given or agreed to give to any person any gift or consideration of any kind as an inducement or reward for doing or forbearing to do or for having done or forborne to do any action in relation to the obtaining or execution of the Contract with the Board or for showing or forbearing to show favour to any person in relation to any Contract with the Board, or if the like acts shall have been done by any person employed by the Contractor or acting on his behalf (whether with or without the knowledge of the Contractor) or if in relation to any Contract with the Board the Contractor or any person employed by him or acting on his behalf shall have committed any offence under Chapter IX of the Penal Code or Prevention of Corruption Act or shall have abetted or attempted to commit such an offence or shall have given any fee or reward the receipt of which is an offence under Chapter IX of the Penal Code or the Prevention of Corruption Act.


10.	VARIATION

10.1	No variation whether oral or otherwise in the terms of this Contract shall apply thereto unless such variation shall have first been expressly accepted in writing by the Contractor and the Board.


11.	APPLICABLE LAW AND JURISDICTION

11.1	The Contract shall be subject to, governed by and interpreted in accordance with the Laws of the Republic of Singapore for every purpose and the parties agree to submit to the jurisdiction of the courts of Singapore.

11.2	For the avoidance of doubt, until the Board issues a Letter of Acceptance, an Order message, or Purchase Order, this document (i) is not a contract and shall in no way be construed as creating any legally binding obligation to purchase any Goods and/or Service from any Supplier; and (ii) shall not be construed as providing or implying that a contract will be entered into with any supplier.


12	INTELLECTUAL PROPERTY RIGHTS

12.1	The Contractor warrants that the goods, services and/or works which the Contractor is required to supply, perform and/or execute under this Contract do not infringe any copyrights or other intellectual property rights in relation to inventions, registered and unregistered trademarks (including service marks), registered and unregistered designs, circuit layouts, know how and any other rights resulting from intellectual activity in the industrial, scientific, literary and artistic fields (hereinafter referred to as "Intellectual Property"). Notwithstanding the above, the Contractor shall indemnify the Board and its officers or departments against all Intellectual Property infringement claims including any costs, charges and expenses in respect thereof.


13.	WORK INJURY COMPENSATION

13.1	The Contractor shall before the commencement of any supply of Goods and/or performance of Services under the Contract, maintain such insurances as are necessary to cover his liability or, as the case may be, of any such subcontractor, in respect of personal injuries or death arising out of or in the course of or by reason of the carrying out of the supply of Goods and/or performance of Services including any liability of the Contractor under the Work Injury Compensation Act or any subsequent modification or re-enactment of such Act.

14.	NOT USED

15.	TERMINATION IN THE EVENT OF DEFAULT

15.1	The Board may terminate the Contract, if the Contractor:

(a)	has abandoned the Contract; or

(b)	has, without reasonable cause, failed to commence rendering the Services/supplying the Goods in accordance with the Contract; or

(c)	has committed an act of bankruptcy or becomes bankrupt or insolvent or makes a composition with creditors or if, being a company, any winding up order of any kind is made, or a receiver or manager or judicial manager of the Contractor’s undertaking or assets is appointed, or possession taken or execution levied by creditors or debenture holders or under a floating charge; or

(d)	has, in the Board’s opinion, neglected or failed to render the Services/supply the Goods under this Contract expeditiously or with due diligence and to the satisfaction of the Board; or

(e)	has contravened Clause 16 (b) or 16 (c); or

(f)	has failed and/or neglected and/or has acted in breach of his obligations or responsibilities under the Contract, and such failure, neglect and/or breach has directly or indirectly resulted in and/or contributed to, the death of any person or an accident or dangerous occurrence, in the course of supplying the Goods and/or performing the Services;

For the purpose of this Clause:-

(i)	“accident” has the same meaning ascribed to it in the Workplace Safety and Health (Incident Reporting) Regulations; and

(ii) 	“dangerous occurrence” has the same meaning ascribed to it in the Workplace Safety and Health Act.

15.2	If the Contractor defaults in any of the grounds mentioned under Clause 15.1 (a), (b) or (d) above, the Board may issue a notice of default to the Contractor informing the Contractor of his default. The Contractor shall, within seven (7) days of the date of the notice of default, remedy the default. If the Contractor fails to do so, the Contractor shall be taken to have repudiated the Contract and the Board shall have the right to terminate the Contract or cancel any part thereof by way of a notice of termination without the Board being liable therefor in damages or compensation. The said termination shall take effect from the date of the notice of termination. For the avoidance of doubt, the Board may terminate the Contract forthwith upon the Contractor defaulting under Clause 15.1(c), (e) and (f).

15.3	In the event of termination under Clause 15.1 above, the Board shall have the right to purchase from other sources all the Services/Goods which remain unperformed/undelivered at the time of termination or similar Services/Goods, and all increased costs reasonably incurred by the Board, may at the absolute discretion of the Board, be recoverable from the Contractor.

15.4	Notwithstanding anything contained herein, the Contractor shall not be entitled to claim for any reimbursement and loss of anticipated profit for the value of any of the Services/Goods not delivered. The Board reserves the right not to consider the Contractor favourably for future contracts.


16.	SUPPLY OF ELECTRONIC MEDIA FREE FROM UNAUTHORISED CODE

0. “Unauthorised Code” means any virus, Trojan Horse, worm logic bomb or other software routine or hardware components designed to permit unauthorised access, to disable, erase, or otherwise harm software, hardware or data or to perform any such actions.

0. The Contractor shall procure that all storage media and software capable of being stored on electronic media supplied by the Contractor to the Board shall not contain any Unauthorised Code.

0. The Contractor shall conduct a complete and thorough scan for Unauthorised Code using updated anti-virus software on all storage media and software capable of being stored on electronic media supplied by the Contractor to the Board.

0. Without prejudice to Clause 15 of the Conditions of Contract, the Contractor shall be liable for and shall indemnify the Board fully against all costs and expenses incurred in the course of or incidental to removing the Unauthorised Codes, and recovering any lost or damaged data or software arising from the Unauthorised Code in the electronic media supplied by the Contractor.



17.	CONTRACTOR TO RECTIFY INJURY OR DAMAGE TO PROPERTY OF BOARD OR GOVERNMENT OR ANY OTHER STATUTORY OR PUBLIC AUTHORITY

17.1	Without prejudice to the provisions in the Contract, where injury or damage of any kind arises to any property belonging to the Board or the Government or any other statutory or public authority out of or in the course of or by reasons of the provision of the Goods and Services under the Contract, the Board shall be entitled to instruct the Contractor to rectify any such injury or damage, unless the Contractor is able to prove to the Board’s satisfaction that such damage, loss or injury was not caused by any negligence, omission, breach of contract or default of the Contractor. If the Contractor shall fail to do any such work as aforesaid required by the Board hereof within fourteen (14) calendar days from the date of receipt of the Board’s instruction or within such time as the Board shall specify in the instruction, the Board shall be entitled to carry out such work by his own workmen or by other contractors, and the Board shall be entitled to recover from the Contractor the cost thereof, or may deduct the same from any monies due to the Contractor under the Contract.


18.	RECOVERY OF ESTABLISHMENT CHARGES

 18.1	Without prejudice to any other rights and remedies which may be available to the Board, the Board shall be entitled to recover from the Contractor up to 20% establishment charges based on the total costs and expenses (including without limitation insurance premiums and storage costs) incurred by the Board in completing the Contract, or on any other amount which the Board is entitled to recover from the Contractor under the Contract, as the case may be.  The Board may deduct the establishment charges from any monies due to the Contractor under the Contract.


Quotation Conditions of Contract	QCOC-5	Updated: 05 Jul 2019
EVALUATION CRITERIA FOR QUOTATION

(1) Tenderers shall satisfy the following CRITICAL evaluation criteria before their quotation proposals will be considered for evaluation:

(a) Debarment status (not debarred from participating in Government tenders and restricted by PUB from participating in its tenders)

(b) Compliance with the Instructions to Quote and Quotation Conditions of Contract.

(2)	Compliance with Specifications. In the case of alternative offer, the Tenderer must detail modifications or alternative proposals in his quotation proposal or in the Remarks column in GeBIZ.   Such modifications or alternative proposals may be submitted as part of the main offer or as an alternative offer.  The quotation submitted by the Tenderer shall be deemed as full compliance if no modification or alternative proposal is highlighted in the quotation or in GeBIZ.

(3)        Tenderer who have complied with the evaluation criteria in (1) & (2) above will be evaluated and 
            assessed based on: 
            
            (a) Quoted price

            (b) Performance in current and past PUB’s contracts

· 
Evaluation Criteria	EC-1	Updated: 13 Sept 2019
REQUIREMENT SPECIFICATIONS


COMPUTER SUPPLY AND SOFTWARE UPGRADE/INSTALLATION SERVICES TO SUPPORT REGULARISATION OF WATERS INSTRUMENT PC IN WATER QUALITY LABORATORY

1. SCOPE OF QUOTATION
The quotation calls for the computer supply, software upgrade/installation services and engineer support for the regularisation of 2 units of Waters instrument’s PCs in PUB Water Quality Laboratory, 82 Toh Guan Road East, WaterHub, Singapore 608576. 

2.   	QUOTATION SPECIFICATIONS 
Computer supply and software upgrade/installation services to support regularisation of Waters instrument PCs shall include scope of work specified in clause 3 and shall comply with the technical specifications specified in clause 4. 

3. SCOPE OF WORK
	The scope of work shall include but not be limited to the following:

3.1	Computer supply and software upgrade/installation and maintenance services covered in this quotation is listed in Table 1

Table 1.  Computer supply and software upgrade/installation and maintenance services covered in this quotation 
	S/N
	Instrument
	Job scope

	1
	Waters UPLC-QTOF system
	1. Supply and delivery of two computers for use to control Waters UPLC-QTOF system
1. Instrument software (latest version) licencing and installation 
1. Configuration between software, instrument (including autosampler) and printer.
1. Acceptance test




3.2	The quotation will be evaluated based on technical specifications and quotation prices. 
3.3	All items shall comply fully with the specifications specified in Clause 4 and all deviations have to be stated in Schedule of Prices

4. TECHNICAL SPECIFICATIONS 

4.1	Computer supplied by contractor shall meet the following minimum specification:
Minimum Specification for Computer 1
Windows 10, with one Intel Xeon Processor 
Xeon W-2125 4.0G 4C 120W 
4x16 GB (DDR4 2666 ECC RDIMM) [Memory] 
NVIDIA graphic card 
512GB Solid State Drive [Storage for OS] 
2x6TB SATA 3.5" 7200 RPM 6GB/s Hard Drives [Storage for Database] 
10TB SATA 3.5" 7200 RPM 6GB/s Hard Drive [Storage for Backup] 
USB Keyboard 
USB Mouse
Microsoft Windows 10 Professional or equivalent with BitLocker Encryption 
Monitor: 27-inch LCD flat panel display

Minimum Specification for Computer 2
2 Ethernet connections – 1 is used for instrument connection, 1 used for lab WAN connection. Dual 1 GB Ethernet.
Windows 10 Pro/Ent 64 bit (versions 1607 and 1703)
2 Cores @ 2.4Ghz (min), Intel Xeon (4 cores @ 3.5 GHz) or Higher (recom)

16Gb(min) – 64GB(recom)
Minimum 3 Split Drives/Partition. OS on standalone drives (SSD), remainder 2 drives with capacity exceeding 4Terabytes each is recommended. 
Discrete video card, with a minimum of 4GB of memory (DirectX 11 or higher)
USB Keyboard 
USB Mouse
Microsoft Windows 10 Professional or equivalent with BitLocker Encryption 
Monitor: 27-inch LCD flat panel display

4.2	Computer supplied by contractor shall come with three-year warranty, and comply the requirements from  Clause 4.3 to 4.16. 
4.3	Security Training, Competency & Awareness
	The Contractor shall ensure that his personnel are sufficiently trained in ICT security and are aware of the security implications of the work performed. The personnel shall be well versed in the security requirements of PUB and adhere to the security standards and procedures stipulated by the PUB.
4.4 	Secure Erasure
4.4.1	PUB shall have the right to conduct a secure erasure by such means as PUB deems fit on any or all hard disks before they are removed from PUB premises for repair or replacement, if PUB deems this to be necessary for security reasons. Secure erasure may entail the physical destruction of the hard disks. PUB shall not be liable to the Contractor for the destruction of or damage (whether caused intentionally, negligently or otherwise) to any hard disk resulting from the secure erasure.
4.4.2 	Without prejudice to the generality of any provisions on warranties, or to any other rights and remedies of PUB, where the removal of a hard disk results from a defect covered by the Contractor’s warranty obligations or is done for the purpose of facilitating the repair of or investigation into any such defects or any suspected existence of such defects pursuant to the Contractor’s warranty obligations:
a. the secure erasure of a hard disk shall not render the warranty for any Product (including the hard disk involved even if the hard disk is destroyed or damaged beyond repair by the secure erasure), void or inapplicable; and
b. where the hard disk is destroyed or damaged beyond repair as a result of such secure erasure, the Contractor shall provide a replacement of the destroyed hard disk to PUB without charge and the replacement hard disk so provided shall be subject to the warranty provisions for the remainder of the Warranty Period applicable to the Product to which the destroyed or damaged hard disk belonged.

4.5	Setup, Hardening, Patching and Scanning 
4.5.1	Setup
4.5.1.1 	The Contractor shall setup the systems, computers and laptops according to the Board’s requirements.
4.5.1.2	The Contractor shall not setup connections (such as Internet connections) unauthorized by the Board for the systems, computers and printers. Wireless connection shall be disabled.
4.5.1.3	The Contractor shall install the anti-virus software provided by the Board on the system.
4.5.1.4	The Contractor shall supply latest software with license for perpetual use unless the principal software product vendor does not supply software license for perpetual use or the Board has stated otherwise in the specifications.
4.5.2	Hardening
The Contractor shall harden the systems, computers and laptops (such as hardening of operating systems and database) supplied in this contract. The purpose for hardening is to secure systems, computers and laptops by reducing its surface of vulnerability. This includes the removal of unnecessary software, unnecessary IDs and disabling or removal of unnecessary services.

4.5.3	Patching

4.5.3.1	The Contractor shall ensure that the latest patch had been applied to the system prior to production environment.
4.5.3.2	The Board shall implement periodic security patches according to the timeframe stated below and submit monthly patch status reports.
	Type of Patch
	Deployment upon availability of Patch

	Emergency 
	24 hours 

	High 
	Two months 

	Medium / Low 
	Three months








4.5.3.3	The Board shall implement security patches during a security alert period according to the timeframe stated below:

	Type of Patch
	Implementation Timeframe
(inclusive of testing)
	Reporting Timeframe

	Emergency
	Within 12 hours
	Immediate

	Critical 
	Within 1 day
	



4.5.3.4	The Contractor shall support in the resolution of issues that have occurred due to the implementation of the security patches. This shall include reinstallation of the software during warranty period.
4.6 	Log Management
4.6.1	Logs shall be retained for at least 1 year to facilitate incident response investigation.
4.7	Authentications
4.7.1	Account lockout shall be implemented when the maximum number of 10 or less failed authentication attempts is reached.
4.7.2		The following features shall be implemented when using password 

a. Enforce passwords to be made up of at least 12 characters and contain characters from at least two of the following four categories:
i. Upper case (A through Z);
ii. Lower case (a through z);
iii. Digits (0-9);
iv. Special Characters (!, $, #, %, etc.).

b. Enforce password change once every 12 months;

c. Prohibit password reuse for a minimum of 3 generations;

d. Ensure passwords are not displayed in clear;

e. Enforce password change upon the first login;

f. Prohibit passwords from being the same as the account ID or user ID;

g. Limit consecutive failed authentication attempts that can be made on a single account to 10 times or less

4.8       Administrative Rights And Antivirus Software

4.8.1 The Contractor shall install, configure and commission the following software items with complete documentation:
4.8.1.1 The software package and accompanying modules. The software shall be able to run normally and correctly on a user account without administrator rights.
4.8.1.2 Operating system and necessary system component
4.8.1.3 Antivirus software (provided by the Board)

4.9	Account and Access Control
4.9.1 	Access to the Systems shall be controlled and granted on a need-to basis.  An access control matrix shall be implemented to enforce this requirement.
4.9.2 	Create limited account for user, to differentiate the administrative rights to prevent excessive rights given to user and unauthorized installation of software without going through change management process.
4.9.3 	Conduct regular reviews of accounts and the associated access rights in the Systems to   ensure that unused or obsolete accounts and accesses are removed in a timely manner:
4.9.4 	All accounts and accesses to the Systems shall be granted through the authentication mechanism.
4.9.5	Suspend the account when it is unused for at least 90 days.
4.9.6 	Delete the access rights from the Systems when they are no longer needed in a timely basis to prevent unauthorized access.	
[Note: Both accounts and the associating access rights must be removed from the System when they are no longer needed.  However, under the circumstance that the account must be retained (such as for traceability of accountability, etc.), then at a minimum, the access rights of these accounts must be deleted from the affected Systems.]
4.9.7	All successful and failed accesses to the System shall be logged.

4.10	Use of Virus-Free Electronic Media

4.10.1 	The Contractor shall warrant that all storage media and software capable of being stored on such media supplied as software or used in performance of the service shall not contain any unauthorised code.
4.10.2 	The Contractor shall conduct a complete and thorough scan for Unauthorised Code using anti-virus software packages on all software and materials provided under this Contract.
4.10.3 	The Contractor shall indemnify the PUB fully against all costs incurred in the course of or incidental to removing the unauthorised codes and recovering any lost or damaged data or software.
4.10.4	 In this Clause 4.10.2: “Unauthorised Code” means any virus, Trojan Horse, worm logic bomb or other software routine or hardware components designed to permit unauthorised access, to disable, erase, or otherwise harm software, hardware or data or to perform any such actions.

4.11	Backup and Recovery
The Contractor shall implement backup and recovery procedures and mechanisms to back up critical system files and PUB’s information stored in the project on a periodic basis.  

4.12	Incident Handling and Response
All security incidents, such as viruses, security compromises, unauthorised access and modifications, and discovery of security vulnerability, shall be reported to PUB. The Contractor shall establish an incident handling and response capability.  When a security incident occurs, the Contractor shall inform PUB and work closely with PUB’s personnel to handle and respond to the security incident.  The Contractor shall keep PUB informed of corrective measures and implement these measures timely and also implement preventive measures to thwart the recurrence of security incidents.

4.13	Standards and Policy Compliance
4.13.1	The Contractor shall note the policies, standards and guidelines issued by PUB subsequently and shall comply unless better proposals are provided and accepted by PUB.

4.13.2	For all proposals relating to security measures, the Contractor shall provide the performance impact analysis and include all necessary resources required to implement the measures.

4.14	Physical & Logical Access
The Contractor shall adhere to the physical and logical access standards and procedure established by PUB.

4.15	Contractor’s Proposal and Responsibilities
If the Services cause any undesirable changes or modifications to the functionality of any Computer System, the Contractor shall at its own costs, take the necessary remedial action within the time frame set by PUB.   If the Contractor is unable to effect the necessary repairs or remedial action, PUB shall engage a third party; and all costs shall be recoverable from any monies due to the Contractor or as a debt due from the Contractor in any court of competent jurisdiction.

	 
4.16	The supply of new version software shall include instrument drivers, which is compatible with Windows 10 Professional, and new license of the instrument software to be installed on PUB or tenderer-provided PC.

4.17	Engineer support 
Engineer support for software related service shall be provided after software installation, acceptance test and in the case of not covering by any warranty or instrument maintenance contract. This enginner support shall be for a period of 12 months, starting from the date of installation.

4.18	Estimated Dates of Issuing Orders of Services

The Board may start to issue Orders of Services for the software upgrade/installation services in November 2019. The Board reserves the right to 	change the dates of issuing Orders of Services. 

5	VALIDITY OF QUOTATIONS
	Quotations are to be valid for a period of ninety (90) days from the closing date of the quotation but the Board reserves the right to recall fresh quotations before the expiry of the validity period of the quotation.

6		DEVIATIONS
The specifications shall be strictly complied with and any deviations shall be clearly stated by the Supplier in the Schedule of Prices. Absence of comment in the Supplier's submission shall be interpreted as acceptance and compliance with the requirements of the specifications.  Details of these deviations shall be furnished in the Schedule of Deviations.

7 HANDOVER

7.1	The Contractor shall handover the hardware and software to the Board ONE (1) month after the start of the warranty period and validated by the Board. This shall include but not limited to the following
7.1.1. latest Microsoft security patches
7.1.2. latest anti-virus definition updates
7.1.3. hardening documentations 
7.1.4. backup and recovery procedures and mechanisms (includes image)

7.2 The Contractor shall handover the following ONE (1) month before the end of the warranty period. This shall include but not limited to the following
7.2.1. Issues resolution
7.2.2. backup and recovery procedures and mechanisms (includes image)
							
8 PLACE AND PERIOD OF DELIVERY
		All items specified in clause 4 shall be completed in the Public Utilities Board, Water Quality Laboratory, 82 Toh Guan Road East, WaterHub, Singapore 608576. The provision of engineer support for software related service will be over 12 months, starting from the date of installation.

9			PAYMENT
		Payment will be made in 30 days after each job is completed.
Requirement Specifications	RS-7	Updated: 29 Sep 2011

PUBLIC UTILITIES BOARD
COMPUTER SUPPLY AND SOFTWARE UPGRADE/INSTALLATION SERVICES TO SUPPORT REGULARISATION OF WATERS INSTRUMENT PC IN WATER QUALITY LABORATORY

AOR No.		: 44190405
Quotation Reference	:
Closing Date		: 21st November 2019, 1300hrs


SCHEDULE OF PRICES

	S/No
	Description
	Quantity
	Unit
	Rate
(S$)
	Total
(S$)

	1.

	Supply and delivery of two computers for use to control Waters UPLC-QTOF system

	1
	EA
	18,965.20
	18,965.20

	2
	Instrument software licencing, installation and acceptance test
	1
	EA
	19,998.45
	19,998.45

	Total Amount (excluding Singapore Goods and Services Tax)
	38,963.65



	Thirty-eight thousands, nine hundreds and sixty three dollars and 
Singapore Dollars (In Words):	_sixty five cents_________________________________

	Joanna Ang
Name of Tenderer:			__________________________________

[bookmark: _GoBack]Date:					_20 Nov 2019_______ _______________
	Waters Pacific Pte Ltd
[bookmark: _Hlk25139771]Name and Address of Company:	_1 Science Park Road #02-01/06 The Capricorn 
Singapore 117528____________________

Tel & Fax No :			_6593 7104_________________________



Note:	(a)	Tenderers are required to price each and every item.
(b)	Items not quoted in the offers should be clearly indicated.
(c) This copy is to be submitted together with your quotation through GeBIZ as an attachment file. Failure to submit this Schedule may preclude the quotation from consideration.



Schedule of Prices	SOP-1	Updated: 16 Jul 2012
Annex A



DECLARATION OF GOODS AND SERVICES TAX (GST) STATUS



Waters Pacific Pte Ltd
I hereby declare that _____________________________________________________
(Name of Company)

1 Science Park Road #02-01/06 The Capricorn
of  _________________________________________________________is/will be/is not *
(Address of Company)


a taxable person under the Goods and Services Tax (GST) Act.  The GST registration number 


of the company is   __200512450H___________________________.





	
_____________________________________________

	Authorised Signature

	(No signature is required if submitted using GeBIZ)

	
Name of Person Authorised to sign : 
	Joanna Ang
_________________________________

	Designation :
	_Account Manager__________________

	Date:
	__20 Nov 2019______________________








* Delete if inapplicable 






Annex A	A-1	Updated: 26 Sep 2017
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QUOTATION

TO: 	CUSTOMER SERVICE CENTRE
40 SCOTTS ROAD #02-00
ENVIRONMENT BUILDING
SINGAPORE 228231


AOR NO: 44190405
CLOSING DATE: 21st November 2019, 1300hrs


PLEASE DETACH AND PASTE THIS SLIP ON YOUR 
ENVELOPE FOR HARD COPY SUBMISSION THROUGH
PUB QUOTATION BOX (IF ANY)
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